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In this latest edition of Merchant News I’m pleased to announce 
the launch of OpenEdge as a new division of Global Payments 
here in the UK. OpenEdge has been developed in the US as 
our integrated payments arm and you can fi nd out more about 
them on the next page. As you read this edition, you’ll also fi nd 
articles on Payment Trends, Product News and Card Scheme 
Updates amongst others.

In the Card Industry News section you’ll fi nd details of an 
important change being introduced across the payments sector 
to the security measures and protocols that are used to keep 
cardholder data safe, which I urge you to read. We’ll also be 
writing to all of our customers to let you know more details 
about this change shortly.

I’m also proud to announce that at the FStech Awards 2016 
held in March, our success with industry awards continued 
when we won the Payments Innovation of the Year Award for 
HomeCurrencyPay, our Dynamic Currency Conversion product.

HAVE YOUR SAY - DO YOU HAVE ANY SUGGESTIONS ON 
HOW WE CAN IMPROVE OUR SERVICE?
Your ideas are very important to us as we continually strive 
to improve our service to make things as easy as possible for 
you. If you’re aware of any part of our service that you think 
we could do better, please let us know. You can email your 
ideas to our Customer Experience team at: 
Customer.ExperienceUK@globalpay.com.

All the best

Nigel Hyslop

President and Managing Director UK

WELCOME



MERCHANT NEWS - SUMMER 2016

PREV

We’re pleased to announce the introduction of 
our integrated payments division OpenEdge to 
the UK. The OpenEdge vision is clear - provide 
secure, fl exible and cost effective omni-channel 
payment services that are simple to integrate 
into existing Point of Sale (POS) systems.

OpenEdge delivers personalised payment 
solutions to its customers and partners with 
a focus on driving signifi cant customer value 
rather than approaching payments simply as 
a commodity. This innovative and dynamic 
division of Global Payments offers card present, 
mobile and ecommerce payment processing 
services in retail, self-service, hospitality 
and other diverse business environments. 
The integration between your software and 
our payments service will help you bring 
effi ciencies in the payment process, faster 
reconciliation at the end of a shift and quicker 
payment processing.

SOFTWARE DIFFERENTIATION THROUGH 
PAYMENT INNOVATION
OpenEdge delivers a suite of visionary 
payment services that enable the integration of 
business processes with payment capabilities. 
These feature advanced data encryption and 
tokenisation processes that comply with the 
latest security standards (including the Payment 
Card Industry Data Security Standard (PCI DSS)).

OpenEdge works with software partners to 
deliver innovative payment solutions that 
integrate seamlessly with your existing business 
management software. That could be your POS 
solution, your practice management software 
or any retail application that you use to run 
your business. This means a fl exible, scalable 
payment processing solution that is ready for 
the quickly shifting ways your customers pay 
for goods and services. 

Please contact ukenquiries@openedgepay.com 
for more information on OpenEdge operations 
in the UK.

OPENEDGE DELIVERS INTEGRATED PAYMENTS 
SERVICES TO THE UK

MERCHANT NEWS - SUMMER 2016

“The integration between your software 
and our payments service will help you 

bring effi ciencies in the payment process, 
faster reconciliation at the end of a shift 

and quicker payment processing”. 
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REGULATORY UPDATE

There are a number of changes in the Card 
Payment Industry at the moment being 
driven through the European Commission 
and European Parliament. We recently 
communicated with you around certain impacts 
regarding the Interchange Fee Regulation (IFR), 
which came into force in June 2015.

The regulation is spilt into two phases; Phase 1 
has already been implemented, which included 
the capping of interchange for EU Intra 
regional and domestic transactions, capping 
interchange at a weighted industry average of 
0.2% for debit card transactions and 0.3% for 
credit card transactions. 

The UK competent authority, the Payment 
Services Regulator (PSR), which is appointed 
by the Financial Conduct Authority (FCA), has 
yet to issue its consultation on Phase 2, so the 
exact requirements haven’t yet been published. 
This second phase comes into effect on the 
9th June 2016 and whilst there remains some 
outstanding questions, guidance and technical 
developments, the highlights of these changes 
are detailed here:

EUROPEAN (EU) REGULATION CHANGES
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ARTICLE 7 – THE SEPARATION OF SCHEMES 
AND PROCESSING
To generate greater option and choice, the Card 
Schemes (MasterCard and Visa) have been 
forced to separate their business between two 
distinct services, ‘Schemes’ and ‘Processing’. 
The ‘Schemes’ element of the business will 
manage rules and branding, whilst ‘Processing’ 
focuses on the authorisation, clearing and 
settlement of transactions. From a customer 
perspective this has no impact on the 
acceptance of cards at the point of sale.

ARTICLE 8 – CO-BADGING
This provides card issuers with the freedom 
to support two different Card Schemes on 
one card, for example Visa and UnionPay, on 
the condition that that brand is supported by 
the issuer. This supports consumer choice to 
request co-branded cards. The regulations allow 
for two options detailed below, which means 
the card payment process and experience will 
change for both card present and card not 
present transactions.

1.  The terminal can display all Card Schemes 
when presented with a co-branded card, 
allowing the cardholder to choose their 
preferred brand.

2.  The terminal can display a default choice, 
depending on the brands supported by the 
card, but allow for a cardholder to override 
this preference.

The technical specifi cations for this requirement 
aren’t yet available, neither is the fi nal guidance 
documentation from the PSR. If you rent a 
terminal from us, or use Global Iris to accept 
card payments on the internet, you won’t need 
to do anything as we’ll automatically update 
it to refl ect this change. If you own your own 
terminals, rent them from a third party or use a 
Payment Service Provider to accept payments 
online, you’ll need to contact your supplier to 
upgrade your terminal so you comply with the 
change. We’ll share more information on this 
once we know more.

“The ‘Schemes’ element of the 
business will manage rules and 

branding, whilst ‘Processing’ focuses 
on the authorisation, clearing and 

settlement of transactions.” 
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ARTICLE 10 – HONOUR ALL CARDS
The IFR removes the existing requirement to 
accept all cards of the same brand and now 
allows customer preference by card product. 
Previously, if you accepted a particular card 
brand (for example MasterCard or Visa) you 
had to accept all cards displaying this logo. From 
6th June, any merchant can refuse to accept a 
particular card product on the condition this is 
clearly displayed and visible to their customers 
prior to them beginning the transaction.

The regulation only covers cards issued in 
the European Economic Area* (EEA), so any 
international cards issued outside this area must 
still be accepted without discrimination. 

A merchant can display that they don’t accept 
any of these card products:

•  Consumer credit

•  Consumer debit

•  Commercial credit

•  Pre-paid

Cards can’t be discriminated against by country 
of issue, issuer, or cardholder. Some examples 
of this include:

•  A merchant can decide not to accept European 
consumer credit cards, but accepts debit, 
commercial and pre-paid cards together with 
all international cards.

•  A merchant can decide not to accept 
consumer credit and commercial cards, but 
accepts debit and pre-paid cards, together 
with all international cards.

•  A merchant that decides not to accept Visa 
credit and accept MasterCard credit must still 
accept international Visa credit.

Any decision on which cards you accept 
must be clearly visible and the expectation is 
this allowance will be regulated by Trading 
Standards, taking up any breach of the 
regulation directly with the merchant. From 
June 2016, all newly issued cards must carry 
the product logo (for example, pre-paid) to 
support visual identifi cation of the card type. 
In addition to this, the European Commission 
has instructed the Cards Stakeholder Group 
to produce draft technical specifi cations, 
which will allow card products to be identifi ed 
electronically by a card terminal or online 
payment gateway.

We’re expecting further information and fi nal 
specifi cations to be produced, following the 
PSR’s consultation on the implementation 
of Phase 2. 

SURCHARGING
Previously surcharging was allowed on a card 
transaction as long as the charge refl ected the 
actual cost of processing a transaction. This 
allowance will be removed and surcharging 
won’t be permitted for any regulated card. A 
regulated card is any card that has been issued 
in the EEA*.

This element of the IFR has been deferred 
and will be implemented through additional 
regulation. However, this regulation will become 
effective before 2017, but the wording in the 
recital urges Member States to implement 
this quickly.
*EEA Countries: Austria, Belgium, Bulgaria, Croatia, Republic 
of Cyprus, Czech Republic, Denmark, Estonia, Finland, 
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, 
Latvia, Liechtenstein, Lithuania, Luxembourg, Malta, 
Norway, Netherlands, Poland, Portugal, Romania, Slovakia, 
Slovenia, Spain, Sweden and the UK. 

REGULATORY UPDATE
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INTERCHANGE FEE INFORMATION AVAILABLE TO YOU FROM 
1ST JUNE 2016

European (EU) regulations require that we provide you with 
information regarding Interchange Fees that apply to transactions 
you may submit. This information is available at: 
www.globalpaymentsinc.co.uk/cardschemes/interchangefees. 

In the majority of cases, you’re not charged separately for these fees 
and we’re providing these details on our website for informational 
purposes only, in accordance with EU regulations. Please refer to 
your Service Schedule or any more recent communication from us 
to understand what fees are included in your Service Charges.
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PAYMENT CARD INDUSTRY DATA SECURITY STANDARD

CARD INDUSTRY NEWS

The Card Payment Industry relies on a number 
of security measures and protocols to keep 
cardholder data safe. As computers become 
more powerful, it’s becoming easier to break the 
encryption of older security systems and expose 
sensitive information, so it’s vital that you use 
the most up to date security protocols to protect 
your customers’ data.

To ensure only the most current security 
methods are being used, the Card Industry, 
including the Card Schemes and the Security 
Certifi cate Issuing authorities, are removing 
their older protocols, which include SHA-1 
Certifi cation and SSL3.0 protocol. To meet this 
requirement, going forward we’ll only support 
SHA-2 certifi cates and the TLS 1.2 protocol.

HOW DOES THIS IMPACT ME?
If you rent your terminals* from us, or use 
Global Iris to accept card payments on the 
internet, you won’t need to do anything as 
we’ll automatically update these over the 
coming months to be compliant with this vital 
requirement. If you own your own Point of Sale 
(PoS) equipment, rent card terminals from a 
supplier other than us or use a Payment Service 
Provider (PSP) to accept card payments on the 
internet you’ll need to read on.

WHAT DO I NEED TO DO?
You’ll need to contact your supplier to 
check that your equipment meets the SHA-2 
Certifi cation and the TLS 1.2 protocol. If they 
don’t, you’ll need to get your equipment 
updated with these protocols as soon as 

possible and by the industry deadlines, 

detailed below at the latest. Not making 
this change could lead to your transactions 
being declined. You’ll be unable to accept 
card payments if your terminal or software 
cannot navigate to the SHA-2 certifi cate/
TLS1.2 protocol or use a dial up connection 
to connect to us if your IP (Internet Protocol) 
connection fails.

REPLACEMENT OF SHA-1 (SECURE HASH ALGORITHM) 
CERTIFICATION WITH SHA-2 CERTIFICATION AND SSL (SECURE 
SOCKET LAYER) WITH TLS 1.2 (TRANSPORT LAYER SECURITY)

“It’s becoming easier to break the 
encryption of older security systems 

and expose sensitive information, 
so it’s vital that you use the most up 
to date security protocols to protect 

your customers’ data.” 
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INDUSTRY DEADLINES FOR MAKING 
THE CHANGES
•  SHA-1 to SHA-2 Certifi cation Migration – 

31st December 2016.

•  SSL3 to TLS 1.2 Protocol Migration – 
30th June 2018.

These dates are being imposed by the 
Certifi cate Authorities, who are in turn driven by 
Google and Microsoft and not Global Payments.

Whilst the date for the migration from SSL3 to 
TLS 1.2 might appear to be some way off, we’d 
recommend that you implement both changes 
at the same time to avoid the duplication of IT 
effort before the end of June 2018.

If you have any questions regarding this 
important change, we’ve produced a series 
of Q&A’s, which you’ll fi nd at our website 
at: www.globalpaymentsinc.co.uk. If these 
don’t answer your questions, please call us 
on 0345 702 3344** selecting the option for 
‘all other enquiries’.
*You must keep your terminal plugged in and switched on, and 
ensure that you complete your end of day so that we can update 
the software to ensure it’s compliant. Failure to do this will result 
in your terminal not having the latest software installed and 
impact your ability to accept and process card payments.

**We’re open for card processing enquiries between 9am - 
6pm Monday to Friday, excluding public holidays. To help 
us continually improve on our service and in the interests of 
security, we may monitor and/or record your telephone calls 
with us. Any recordings remain our sole property. We also 
provide a Textphone service on 0345 602 4818.
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PAYMENT TRENDS

CASHING IN ON CHINESE SHOPPERS
In recent years, overseas travel has become 
more affordable to an increasing number 
of Chinese citizens. As disposable incomes 
increase, merchants can see an opportunity 
to capitalise on Chinese tourism spend. The 
Chinese prefer to make shopping a part of 
their international trip. Nearly 80% of Chinese 
travellers went shopping during their last 
international trip1. In 2013, shopping was 
the largest category of international spend, 
totalling CNY253Bn2. 

Chinese shoppers have developed a preferred 
shopping experience. The majority visit 
shopping malls, followed by boutique shops 
and department stores. It’s incredibly important 
for them to feel that they are receiving good 
value for money. Shopping is the activity where 
Chinese travellers are most likely to use a 
coupon or promotional offer1. 

When shopping in the UK, Chinese travellers 
feel it’s really important for a shop to accept 
their preferred card when purchasing goods. 
Card acceptance is more important than the 
shopper receiving the best price1. Over 90% 
of Chinese tourists will check that their card is 
accepted prior to choosing a shop.

CHINA’S YOUNG PROFESSIONALS’ 
TRAVEL PREFERENCES
Over the past decade, China’s domestic and 
international business growth has boomed 
resulting in a steep increase in business and 
leisure trips. Since 2008, China’s international 
trips have increased from 27.3 million to 58.7 
million in 20132. Travel markets must cater to 
this growing population of travellers.

Young professionals are emerging as one of 
the largest populations of Chinese travellers. 
This population, aged 18 to 34, has a household 
income of over RMB 5,000 and takes an average 
of 7.7 trips outside of China every 18 months2.

These business travellers have developed 
preferences for different market segments. 
The table opposite provides a snapshot of 
young professional preferences across four 
different categories1.

DISCOVER GLOBAL NETWORK
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ACCOMODATION RESTAURANT SHOPPING ENTERTAINMENT

•  Prefer 4 star hotels.

•  Use a domestic or 
international travel 
website to book.

•  Majority prefer to 
make bookings at 
least one month 
before their trip.

• Prefer Chinese food.

•  Desire fi ne dining 
atmosphere.

•  Most likely to make 
reservations one 
week prior to trip.

•  Prefer to shop at 
shopping malls.

•  99% shopped 
during their last trip.

•  2/3 used a coupon 
or promotional offer.

•  Rely most heavily 
on ratings by 
traveller reviews 
or social media.

•  Over 70% of 
bookings are 
made within one 
month of travel

Young professionals have preferences for 
where they stay, what they eat and where they 
shop, and they also have preferred payment 
methods. It’s important to accept their 
preferred payment because they research 
acceptance prior to choosing a merchant.

• 98% check before booking accommodation

• 88% check before choosing a restaurant

• 92% check before shopping

• 73% check before selecting entertainment

Many travellers to the UK carry cards running 
on the Discover Global Network, the third 
largest network in the World3. Discover Global 
Network cardholders could come from one of 
185 countries, including China. 

Research indicates that the majority of 
cardholders look for signage before making 
purchasing decisions. If you accept Discover 
Global Network cards, always show cardholders 
that you accept their method of payment 
by displaying complimentary POS signage 
available at www.discoverglobalsignage.com.

If you don’t already accept these cards, don’t 
miss out on sales! Call us on 0345 702 3344*, 
selecting the option for ‘all other enquires’ to 
ensure you can accept many consumers preferred 
payment network - Discover Global Network. 
1Euromonitor, Tourism Flows Outbound in China, 2014.
2Ipsos MORI, China Travelers Study, January 2015.
3The Nilson Report #989, March 2012.
*We are open for card processing enquiries between 9am - 
6pm Monday to Friday, excluding public holidays. To help 
us continually improve on our service and in the interests of 
security, we may monitor and/or record your telephone calls 
with us. Any recordings remain our sole property. We also 
provide a Textphone service on 0345 602 4818.

“Many travellers to the UK carry 
cards running on the Discover Global 

Network, the third largest network 
in the World3.” 
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Contactless payments have more than 
doubled in the last six months, driven by the 
increase in the Contactless limit from £20 to 
£30 and the introduction of payment wallets, 
like Apple Pay, that support HVP. This is set to 
increase further with android mobile phones 
enabled for Contactless payments with 
Android Pay and Samsung Pay.

HVP are Contactless payments above the £30 
limit made by payment wallets. They require 
cardholder verifi cation by thumb/fi ngerprint 
or passcode on their mobile phone, known 
as Cardholder Device Verifi cation Method 
(CDCVM). They’re not permitted on Contactless 
cards, which are still subject to the £30 limit 
and need to be inserted for a chip and PIN 
transaction above this limit. 

If you accept Contactless payments you must 

also accept High Value Payments. This is 
mandated by the Card Schemes (MasterCard 
and Visa) who use mystery shoppers to check 
that HVP are being accepted. They may invoke 
fi nes for merchants not accepting HVP.

In order to accept HVP, your terminals must 
be certifi ed to VISA 2.1.1 and MasterCard 
PayPass 3.0 Contactless specifi cations. If you 
rent a terminal from us you don’t need to do 
anything as your terminal is already certifi ed 
to the correct specifi cations. If you own your 
own terminals or rent them from a third party, 
you need to ensure your terminals meet the 
required certifi cation levels and have HVP 
turned on.

If you have any queries regarding HVP, please 
call us on 0345 702 3344*, selecting the option 
for ‘all other enquiries’.
*Lines are open between 9am - 6pm Monday to Friday, 
excluding public holidays. To help us continually improve on 
our service and in the interests of security, we may monitor 
and/or record your telephone calls with us. Any recordings 
remain our sole property. We also provide a Textphone 
service on 0345 602 4818.

“If you accept Contactless payments you must 
also accept High Value Payments. This is 

mandated by the Card Schemes (MasterCard 
and Visa) who use mystery shoppers to check 

that HVP are being accepted.” 

HIGH VALUE PAYMENTS (HVP)
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Digital wallets are platforms used to securely 
store cardholder data and make electronic 
payments from computers and mobile 
devices (smartphones, tablets, smart watches) 
both in store (with Contactless payments) and 
online (from within websites or apps). We can 
help you take advantage of all the new and 
innovative digital wallet payment methods 
outlined below.

APPLE PAY
The launch of Apple Pay in July 2015 heralded 
the start of a new payment revolution. With our 
own Contactless enabled terminals, or your 
own, you can accept Contactless payments in 
store from iPhones and Apple Watches, both 
under the £30 Contactless limit and above the 
limit as High Value Payments (HVP).

Accept online payments by integrating a ‘buy 
with ApplePay’ button into an IOS (Apple) app. 
This simplifi es and speeds up the checkout 
process for the cardholder leading to higher 
conversion rates for your sales. We can help 
you take in app payments through our Realex 
payment gateway or work with your current 
gateway provider.

MYBARCLAYCARD
Launched in January 2016, you can accept 
Contactless payments in store from 
Barclaycard customers’ android smartphones, 
either below the £30 limit, or up to £100 if the 
cardholder uses a passcode on their phone.

ANDROID PAY
Launched in May 2016, you can accept in store 
Contactless payments and HVP from android 
smart phones. You can also integrate a ‘buy 
with Android Pay’ into an android app, to 
accept online in app payments from android 
smartphones or tablets.

SAMSUNG PAY
When this is launched later this year you’ll be 
able to accept Contactless payments and HVP 
from compatible Samsung smartphones.

“Digital wallets are platforms used 
to securely store cardholder data 

and make electronic payments from 
computers and mobile devices.” 

NEW PAYMENT TYPES, DIGITAL WALLETS
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MASTERPASS
A digital payment platform provided by 
MasterCard. MasterCard, Visa, American Express 
and Diners Cardholders can create an account 
and register their card details. They can then 
checkout for website payments by clicking on 
an integrated MasterPass button and entering 
their user name and password, and Secure Code, 
if required. They don’t need to enter all their 
payment details leading to a simpler experience.

MasterPass can also be used to take payments 
from within an android or IOS app with the Qkr! 
product. This involves integrating a MasterPass 
button into the payment options within your 
app. Additional features, such as split bills, are 
also available. We can work with your website/
app and mobile payment provider to enable 
MasterPass payments for you.

VISA CHECKOUT
Visa will be launching their Checkout product 
later this year in the UK. This provides simplifi ed 
ecommerce payments from within websites 
and apps, using registered card details (for 
Visa, MasterCard and American Express). The 
cardholder only needs to click on the Visa 
Checkout button and enter a user name and 
password and Verifi ed by Visa, if required.

Visa research1, from countries where this has 
already been launched, show that enrolled Visa 
Checkout shoppers tend to convert into buyers 
86% of the time and Visa Checkout merchants 
have a 51% higher conversion rate in comparison 
to traditional online checkouts. We’ll be able to 
support you to take Visa Checkout payments as 
soon as this is launched.

THE FUTURE...
As technology develops further and new 
payment solutions emerge, we’ll continue to help 
you use viable and secure digital technology for 
the benefi t of growing your business. 

For more information call us on 0345 702 3344*, 
selecting the option for ‘all other enquiries’.

1Source: comScore
*Lines are open Monday to Friday, 9am - 6pm, excluding public 
holidays. To help us continually improve our service, and in 
the interests of security, we may monitor and/or record your 
telephone calls with us. Any recording remains our sole property. 
We also provide a Textphone service on 0345 602 4818.
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We’ll shortly be writing to all our eligible 
customers to offer HomeCurrencyPay and Tax 
Free Shopping as standard on our Ingenico 
terminal range. HomeCurrencyPay offers you 
the ability to provide your customers with the 
choice and convenience of paying for goods 
and/or services in their own home currency, 
broadening your businesses appeal to 
international customers. 

There are no set up or ongoing fees, instead 
your business can create an additional revenue 
stream by earning commission on every 
HomeCurrencyPay transaction submitted. Full 
online training is provided so your staff can be 
confi dent in using HomeCurrencyPay and there’s 
no change to the way you’re currently credited. 

Alongside HomeCurrencyPay we’re also making 
available a Tax Free Shopping solution, which 
allows your customers from outside the EU to 
reclaim VAT they pay on purchases over £30, 
when they export them from the EU to their 
home country. 

This ability to claim back on purchases is 
highly attractive and can help your business 
stand out from the crowd. Not only are we 
making the functionality available to you for 
free, for every transaction you take you’ll earn 
a rebate, which could lead to increased profi ts 
for your business.

Please look out for a more detailed 
communication from us in the next few weeks, 
which will explain how your business can take 
advantage of these great offers.

HOMECURRENCYPAY AND TAX FREE SHOPPING

“Alongside HomeCurrencyPay 
we’re also making available a Tax 

Free Shopping solution, which 
allows your customers from outside 

the EU to reclaim VAT they pay on 
purchases over £30.” 

PRODUCT NEWS



PAYMENT CARD INDUSTRY 
DATA SECURITY STANDARD 
(PCI DSS)

PCI DSS is a globally adopted industry 
standard that sets out the procedures that 
must be adhered to, to ensure the safe storage, 
processing and transmission of payment 
card data. All merchants are mandated to 

achieve and maintain PCI DSS compliance in 

accordance with Card Scheme Rules.

If you remain non-compliant, in accordance with 
your Card Processing Agreement, we’ll apply 
a monthly non-compliance charge of 15p per 
transaction or a minimum of £50 per merchant 
ID, for each month you remain non-compliant.

ARE YOU PAYING PCI DSS NON-COMPLIANCE CHARGES?

“All merchants are mandated to 
achieve and maintain PCI DSS 

compliance in accordance with 
Card Scheme Rules.”
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PAYMENT CARD INDUSTRY DATA SECURITY STANDARD

INTRODUCING GLOBAL FORTRESS
To help you achieve and maintain PCI DSS 
compliance we’ve developed Global Fortress in 
partnership with SecurityMetrics our Qualifi ed 
Security Assessor (QSA). This gives you access 
to the resources you need to help you safeguard 
your customer data and avoid the monthly non-
compliance charge.

You can fi nd further details on PCI DSS in the Data 
Security section of our ‘Know The Risks’ brochure 
provided to you at set-up. If you need a new copy, 
please call us on 0345 702 3344* selecting the 
option for ‘stationery’ and we will arrange for 
one to be sent out to you. Alternatively, you 
can download a version by logging into the 
‘Customer Centre’ of our website 
www.globalpaymentsinc.co.uk and selecting 
the option for ‘Global Payments’, followed by 
‘Card Processing’. 

You can also fi nd out more about PCI DSS 
by visiting the Global Fortress website at 
www.globalfortress.co.uk or you can call 
SecurityMetrics directly on 0330 808 1003** 
or 0203 014 7829**. If you’d prefer, you can 
request a call back from them by emailing 
globalfortress@securitymetrics.com and they’ll 
talk you through the steps you need to take to 
achieve compliance.

“You can fi nd further details on PCI DSS in the 
Data Security section of our ‘Know The Risks’ 
brochure provided to you at set-up. If you need 
a new copy, please call us on 0345 702 3344* 
selecting the option for ‘stationery’ and we 
will arrange for one to be sent out to you.” 
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WHO ARE SECURITYMETRICS?
SecurityMetrics have more than 12 years’ 
experience in helping businesses with their PCI 
DSS needs They’re one of only a few QSA’s that 
offer all PCI services, which include:

• QSA services and PCI consultancy.

• Approved Scanning Vendor (ASV).

• Penetration testing.

•  Onsite PCI Compliance audits (Report on 
Compliance - RoC).

• SecurityMetrics PANscan

•  Internal vulnerability scanning solution – 
SecurityMetrics Vision.

•  Payment Application Qualifi ed Security 
Assessor (PA QSA).

• PCI Forensic Investigator (PFI).

They have an award winning call centre 
that provides:

•  An initial free consultation to confi rm your PCI 
validation requirements.

•  And once you’re enrolled, provides unlimited 
technical support to assist you to understand 
and complete your requirements. So if you 
need help, just ask!

They also provide online glossaries and also 
publish videos on YouTube, all aimed at helping 
you to meet this ever evolving and important 
Card Scheme mandate.

WHAT HAPPENS ONCE I’M COMPLIANT?
Once you’ve achieved compliance, it’s vital that 
you communicate any changes to your business 
to SecurityMetrics (or your chosen QSA, if 
you decide not to use SecurityMetrics). These 
include, but aren’t limited to, the following:

•  A change in the manner in which you process 
transactions or handle customer data, 
including changes with the third parties/
payment applications that you use.

•  Obtaining new or additional merchant numbers.

•  Any other updates such as a change of legal 
entity, contact details (name, address, email).

The Card Schemes monitor PCI DSS compliance 
closely and both SecurityMetrics and Global 
Payments may contact you by telephone, email 
or post to discuss your compliance. 
*Lines are open Monday to Friday, 9am - 6pm, excluding public 
holidays. To help us continually improve our service, and in 
the interests of security, we may monitor and/or record your 
telephone calls with us. Any recording remains our sole property. 
We also provide a Textphone service on 0345 602 4818.
**Lines are open Monday to Friday, 9am - 5pm. Calls may 
be monitored and/or recorded. Any recording remains 
SecurityMetrics sole property. Please consult your phone line 
provider for call costs to 0844 800 numbers. For guidance, BT 
residential rates are 5.105p per minute, plus a call set-up charge 
of 15p (current as at February 2014).

PAYMENT CARD INDUSTRY DATA SECURITY STANDARD

“Once you’ve achieved compliance, it’s 
vital that you communicate any changes to 

your business to SecurityMetrics.” 
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Because you have a card processing facility 

with us and you’re processing card payments, 

PCI DSS applies to your business and you must 

supply us with validation of your compliance.

However, there are a few PCI DSS myths that 
we want to share with you and explain the 
reasoning behind them.

If any of the below apply to you, you still 

need to achieve and validate your compliance 

to us. But if you rent your terminal from us, 
the security requirements for your business 
could be signifi cantly reduced. Your validation 
requirements depend on how you, as a 
merchant, collect, handle, transmit and store 
card data.

“PCI DSS doesn’t apply to me because....”

“... I don’t undertake many transactions.”
“... I don’t take transactions over 

the internet.”

“... I don’t store card data.”
“... I’ve outsourced my card transactions 

to a third party.”

“... my terminals are supplied to me by 

Global Payments.”

DON’T GET CAUGHT OUT BY COMMON PCI DSS MYTHS...

“If any of the above apply to you, you 
still need to achieve and validate 

your compliance to us. But if you rent 
your terminal from us, the security 

requirements for your business could 
be signifi cantly reduced.” 
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So let’s consider each of the statements... 

•  “... I don’t undertake many transactions.” - 
Regardless of the number of transactions you 
take, or the method you use to accept them, if 
you accept card payments you must achieve 
and validate your PCI DSS compliance.

•  ... I don’t take transactions over the internet.” - 
Whether you take transactions face to face or 
over the internet, you must still achieve and 
validate your PCI DSS compliance. For example; 
if you only undertake transactions face to face 
through a physical terminal then you’ll need to 
review how your terminal transmits the card 
data to us and also review your policies and 
procedures for storing and destroying receipts. 
If you connect to us over IP (Internet Protocol), 
or if your terminal connects to the internet 
via your till system, PCI DSS can be more 
complex and vulnerability scans of your IP 
address(es) may be required.

•  “... I don’t store card data.” - If you don’t store 
card data, you’re still required to review your 
business practices and procedures for how you 
collect, handle, process or transmit card data. 
The compliance review and validation is of your 
environment as a merchant.

•  “... I’ve outsourced my card transactions to a 
third party.” - If you’ve outsourced your card 
payments to a service provider, as a minimum, 
you’re still required to validate that you have 
policies and procedures in place to monitor the 
compliance of your chosen service provider. You 
can validate if a service provider is compliant by 
visiting the Visa and MasterCard web listings:

•  Visa: https://www.visaeurope.com/receiving-

payments/security/downloads-and-resources 

and reviewing the following links:

 • Merchant Agent Weblisting

  • Member Agent Weblisting

•  MasterCard: https://www.mastercard.us/

en-us/merchants/safety-security/security-

recommendations/merchants-need-to-

know.html

•  “... my terminals are supplied to me by Global 
Payments.” - If you rent a terminal from us, 
or use Global Iris, then this will simplify your 
compliance process as we ensure the products 
we supply to you are PCI DSS compliant. 
However, you’ll still need to review your 
business practices for how you collect, handle, 
process, transmit and possibly store your card 
data. The compliance review and validation is of 
your environment as a merchant. 

If you need help in understanding your PCI DSS 
validation requirements and you haven’t yet 
enrolled into Global Fortress, you can contact 
SecurityMetrics on 0330 808 1003*. Alternatively, 
you can visit www.globalfortress.co.uk, 

where you can fi nd out more about our Global 
Fortress product, or request one of our PCI DSS 
consultants to call you back.

If you want to understand how we can help to 
reduce the scope of your PCI DSS compliance, 
please call our helpdesk on 0345 702 3344**, 
selecting the option for ‘all other enquiries’.
*Lines are open Monday to Friday, 9am - 5pm. Calls may be 
monitored and/or recorded. Any recording remains SecurityMetrics 
sole property. Please consult your phone line provider for call costs to 
0844 800 numbers. For guidance, BT residential rates are 5.105p per 
minute, plus a call set-up charge of 15p (current at February 2014).
**Lines are open Monday to Friday, 9am - 6pm, excluding public 
holidays. To help us continually improve our service, and in the 
interests of security, we may monitor and/or record your telephone 
calls with us. Any recording remains our sole property. We also 
provide a Textphone service on 0345 602 4818.

https://www.mastercard.us/en-us/merchants/safety-security/security-recommendations/merchants-need-to-know.html
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CARD SCHEME UPDATES

To aid the detection of card fraud and make 
the linking of chargebacks to their original 
transaction easier, Visa and MasterCard 
require a unique reference number to 
be fl owed throughout the lifecycle of all 
authorised card transactions. Visa refers to 
this data as the Transaction Identifi cation 
Number, whilst MasterCard refers to it as the 
Trace Identifi cation Number. Generically this 
data is referred to as SRD. 

If you use your own equipment or a Payment 
Service Provider (PSP) to accept card payments, 
you’re responsible for ensuring that all 
transactions contain SRD. To assist you with this 
we have put together a Technical Specifi cation 
document which details the changes you’ll 
need to make. You can download a copy of the 
document and view a series of Questions and 
Answers by visiting our website at 
http://www.globalpaymentsinc.co.uk/traceid.

html and clicking on the option for `Scheme 
Reference Data`. Failure to include the SRD 
could result in fi nes being levied by Visa and 
MasterCard, for which you will be liable. 

If you have any questions about these mandatory 
changes, please call us on 0345 702 3344* 

selecting the option for ‘all other enquiries’.
*Lines are open Monday to Friday 9am – 6pm, excluding public 
Holidays. To help us continually improve our service, and in 
the interests of security, we may monitor and/or record your 
telephone calls with us. Any recording remains our sole property. 
We also provide a Textphone service on 0345 602 4818.
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“If you use your own equipment or a 
Payment Service Provider (PSP) to accept 

card payments, you’re responsible for 
ensuring that all transactions contain 
SRD. To assist you with this we have 

put together a Technical Specifi cation 
document which details the changes 

you’ll need to make.” 

SCHEME REFERENCE DATA

https://www.globalpaymentsinc.com/en/unitedkingdom/traceid


In previous editions of Merchant News, 
we’ve made you aware that cardholders 
can instruct their card issuer to stop any of 
the following Cardholder Not Present (CNP) 
future dated payments:

• Recurring Transactions

• Instalment Transactions

• Payday Loan Repayments

Attempting to authorise a card transaction 
that has a stop instruction against it will see 
the card issuer send back a decline response 
together with an accompanying description of 
‘Consent Revoked’.

Visa and MasterCard continue to monitor this 
service to identify any misuse. Please remember 
that if you receive a Consent Revoked decline 
response under no circumstances should you 

attempt to re-authorise the transaction. Instead 
you must contact the cardholder to discuss 
alternative payment arrangements.

If you have any queries regarding this, please 
contact us on 0345 702 3344* selecting the 
option for ‘all other enquiries’.
*Lines are open Monday to Friday, 9am - 6pm, excluding public 
holidays. To help us continually improve our service, and in 
the interests of security, we may monitor and/or record your 
telephone calls with us. Any recording remains our sole property. 
We also provide a Textphone service on 0345 602 4818.
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DON’T IGNORE STOP INSTRUCTIONS
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MasterCard has announced that from 
14th October 2016 they’re introducing a new 
series of Bank Identifi cation Numbers (BINs) 
that begin with a ‘2’ in addition to their current 
range. There’ll be no changes to the way you 
accept these new cards. If you rent a terminal 
from us, or use our Global Iris service to 
accept payments online, you don’t need to do 
anything as we’ll automatically update it before 
the new cards start being issued. 

The table below contains both the existing and 
new MasterCard BIN ranges:

“If you rent a terminal from us, or 
use our Global Iris service to accept 

payments online, you don’t need to 
do anything as we’ll automatically 

update it before the new cards start 
being issued.” 

If you own your own terminals, please make 
sure that you read the article on the new 
BIN range in the Retail News Section, which 
you’ll fi nd later in this edition. If you have 
any queries regarding MasterCard’s new 
BIN ranges, please call us on 0345 702 3344* 

selecting the option for ‘all other enquiries’.
*Lines are open between 9am - 6pm Monday to Friday, excluding 
public holidays. To help us continually improve on our service 
and in the interests of security, we may monitor and/or record 
your telephone calls with us. Any recordings remain our sole 
property. We also provide a Textphone service on 0345 602 4818.

CARD BRAND NAME LOWEST BIN NO HIGHEST BIN NO CARD NO LENGTH

MasterCard (Current) 51000000 55999999 16-19 Digits

MasterCard (New) 22210000 27209999 16-19 Digits

NEW MASTERCARD BIN RANGE
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PROCEDURAL UPDATES

As part of our continued drive to improve 
the card processing service we offer to you, 
we’re making changes to the way we process 
your card transactions. Part of this change 
involves the way we batch and report your card 
transaction totals on a daily basis. Starting in 
July we’ll begin to roll out the change. Once 
your terminal’s updated, you’ll notice that the 
session totals are displayed differently on the 
End of Day Banking report from your terminal. 

Currently, American Express totals are displayed as 
a separate card scheme in the End of Day Banking 
section. Going forward, these will be reported as 
a sub section under the Global Payments Direct 
totals along with MasterCard and Visa totals.

This change doesn’t impact how your 
transactions will be settled to your bank 
account, only how they are reported. 

For further information on the End of Day Banking 
process, please refer to your Terminal User Guide.

CHANGES TO YOUR TERMINAL’S END OF DAY
BANKING REPORT

The images below shows the new report format:
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CHARGEBACKS RELATING TO TERMS AND 
CONDITIONS, CANCELLATION/RETURN/
REFUND POLICY AND PROPER DISCLOSURE
If you do and you want to impose specifi c 
terms and conditions to your transactions, Visa 
and MasterCard require these to be properly 
disclosed and agreed to, by the cardholder, prior 
to completion of their transaction.

Visa and MasterCard also require you to 
include a cancellation/return/refund policy on 
your website and this too should be properly 
disclosed and agreed to, by the cardholder, prior 
to them completing their transaction.

To defend chargebacks relating to disputes 
over imposed terms and conditions or where 
a cardholder cancelled an online order and the 
merchant refused to refund, we are required 
to prove proper disclosure of the cancellation/
return/refund policy. To enable us to do this, 

you’ll need to provide us with the following as 
part of any chargeback:

•  evidence that, as part of the sequence of 
web pages accessed by the cardholder 
prior to checkout, the merchant included a 
‘click to accept’ button or another type of 
acknowledgement showing the cardholder 
agreed to the terms and conditions and 
cancellation/return/refund policy, and

•  details of the terms and conditions and 
cancellation/return/refund policy disclosed to 
the cardholder as part of these webpages.

If you have any queries regarding this, please call 
us on 0345 702 3344* selecting the option for ‘all 
other enquiries’.
*Lines are open, Monday to Friday, 9am – 6pm, excluding public 
holidays. To helps us continually improve our service and in 
the interests of security. We may monitor and/or record your 
telephone calls with us. Any recording remains our sole property. 
We also provide a Textphone service on 0345 602 4818.

Back in May 2015, to comply with a regulatory 
change, we changed the telephone numbers 
you use to call us from 0845 to 0345. We’re 
pleased to say that most of our customers are 
now using our new numbers, but some are 
still using the old numbers, which are more 
expensive to call. 

So, for our helpdesk you now need to dial 
0345 702 3344 and for our authorisation 
service, please ring 0345 770 0600. If you’ve 
still got either of these numbers programmed 
into an auto-dial on a telephone, please 
remember to update them with our new ones.

At the same time our Textphone number also 
changed, so if you use this method to contact 
us, you should now dial 0345 602 4818.

DO YOU TRADE ONLINE?

PROCEDURAL UPDATES

REMEMBER OUR PHONE NUMBERS HAVE CHANGED
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RETAIL SPECIFIC NEWS UPDATE

The following Retail Specifi c section contains updates from the 
Card Schemes that you need to apply if you own your own Point 
of Sale (PoS) equipment, rent card terminals from a supplier other 
than Global Payments or use a Payment Service Provider (PSP) to 
accept card payments on the internet.

If you rent a card terminal from us or use Global Iris to accept 
card payments on the internet, these updates will be made 
automatically and no action is required by you and you don’t need 
to read any further.
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CARD SCHEME UPDATES

Visa has mandated that from 1st January 2016 

any new terminal must be Contactless capable. 
This means if you’re opening a new outlet or 
simply adding an additional terminal in an 
existing outlet, any new terminals that you 
place must support Contactless payments. 
Where an existing terminal is faulty and needs 
to be replaced, this can be done on a like for 
like basis and doesn’t need to be replaced by a 
Contactless capable device.

Currently there isn’t a need to replace existing 
terminals that don’t support Contactless 
payments with ones that do. But, when you’re 
considering buying new terminals, please be 
mindful of this mandate and the fact the Card 
Schemes are looking for all terminals to support 
Contactless payments by the end of 2019.

If you have any queries regarding this, please 
call us on 0345 702 3344* selecting the option 
for ‘all other enquiries’.
*Lines are open between 9am - 6pm Monday to Friday, excluding 
public holidays. To help us continually improve on our service 
and in the interests of security, we may monitor and/or record 
your telephone calls with us. Any recordings remain our sole 
property. We also provide a Textphone service on 0345 602 4818.

DEPLOYMENT OF CONTACTLESS CAPABLE TERMINALS
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“The Card Schemes are 
looking for all terminals to 
support Contactless payments 
by the end of 2019.”
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ANNUAL REVIEW OF PUBLIC KEYS

All credit and debit cards that contain a chip rely 
on public keys to authenticate the card as being 
valid and to perform offl ine enciphered PIN 
verifi cation. These keys are reviewed annually 
to ensure they’ve not been compromised and 
still offer adequate protection to both you, the 
merchant, and your customers.

This year’s review has just taken place and to 
comply with this, the public keys listed below 
must be loaded into Point of Sale terminals 
with immediate effect:

•  1152 bit public key with an expiration date of 
no later than 31st December 2017.

•  1048 bit public key with an expiration date of 
no later than 31st December 2024.

•  1984 bit public key with an expiration date of 
no later than 31st December 2025.

If you own your terminals or rent from a third 
party, you’ll need to contact your supplier to 
request they update your terminal to meet the 
mandate. Failure to do so may lead to card 
acceptance problems and fi nes being imposed 
by the Card Schemes.

If you rent a terminal from us, you won’t need 
to do anything as we’ll automatically update it 
over the next few months so you comply with 
the mandate.

If you’ve got any queries regarding Public 
Keys, please call us on 0345 702 3344* 

selecting the option for ‘all other enquiries’.
*Lines are open between 9am - 6pm Monday to Friday, excluding 
public holidays. To help us continually improve on our service 
and in the interests of security, we may monitor and/or record 
your telephone calls with us. Any recordings remain our sole 
property. We also provide a Textphone service on 0345 602 4818.

“If you own your terminals or rent from 
a third party, you’ll need to contact your 

supplier to request they update your 
terminal to meet the mandate.” 

RETAIL SPECIFIC NEWS UPDATE
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In the Spring 2016 edition of Retail Specifi c News 
we let you know that from 14th October 2016 
MasterCard will be introducing a new series of 
Bank Identifi cation Numbers (BINs) that begin 
with a ‘2’ in addition to their current range The 
new ‘2’ series BINs will be processed the same 
way as MasterCard’s existing BIN range that’s 
between “51–55”. Support of the new BIN 
range is mandatory for all businesses.

The table below contains both the existing and 
new MasterCard BIN ranges:

NEW MASTERCARD BIN RANGE REMINDER
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Supporting the new BIN range will protect you 
from loss of business due to being unable to 
accept transactions from cardholders that have 
cards issued in the new BIN range. It’ll also help 
prevent you from receiving any operational fi nes 
for not being able to accept the new cards.

Please remember that if you own your own 
terminals, rent them from a third party or use a 
Payment Service Provider to accept payments 
online, you’ll need to contact your supplier to 
get them to upgrade your equipment so you 
can accept the new cards. If you rent a terminal 
from us, or use our Global Iris service to accept 
payments online, you don’t need to do anything 
as we’ll automatically update it before the 
change comes into effect. 

If you have any queries regarding MasterCard’s 
new BIN ranges, please call us on 0345 702 3344* 
selecting the option for ‘all other enquiries’.
*Lines are open between 9am - 6pm Monday to Friday, excluding 
public holidays. To help us continually improve on our service 
and in the interests of security, we may monitor and/or record 
your telephone calls with us. Any recordings remain our sole 
property. We also provide a Textphone service on 0345 602 4818.

CARD BRAND NAME LOWEST BIN NO HIGHEST BIN NO CARD NO LENGTH

MasterCard (Current) 51000000 55999999 16-19 Digits

MasterCard (New) 22210000 27209999 16-19 Digits
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Mobile payment technologies, like Apple 
Pay, that allow cardholders to pay for goods 
using mobile phones or watches, make use 
of a disguised card number that’s known as a 
tokenised PAN. With the rapid growth in this 
area, the Card Schemes (Visa and MasterCard) 
have mandated that the last four digits of the 
cardholder’s actual card number (known as the 
funding PAN) must be returned to the terminal. 
This allows the cardholder to identify which 
card was used for a transaction, for example, 
when trying to work out which card they used 
for the original sale if a refund is needed.

To support this mandate we’ve updated our 
systems so that this information is included in 
the authorisation response message and can 
be printed on your transaction receipts. If you 
own your terminals or rent them from a third 
party, you’ll need to contact your supplier to 
request they update your terminals so you 
include the funding PAN. However, if you 
rent a terminal from us, you won’t need to do 
anything as we’ll automatically update it over 
the coming months to add this information.

You can fi nd more details on how to include 
the funding PAN in our ‘Authorisation and 
Settlement Technical Specifi cations’. You’ll 
fi nd the latest version at our website 
www.globalpaymentsinc.co.uk. You’ll need 
to log in to the Customer Centre using 
your merchant number and then select the 
option for ‘Global Payments’, followed by 
‘Documentation’. If you’ve got any queries 
regarding this change, please call us on 
0345 702 3344*, selecting the option ‘for all 
other enquiries’.
*Lines are open between 9am - 6pm Monday to Friday, 
excluding public holidays. To help us continually improve on 
our service and in the interests of security, we may monitor 
and/or record your telephone calls with us. Any recordings 
remain our sole property. We also provide a Textphone service 
on 0345 602 4818.

MOBILE PAYMENTS AND THE FUNDING PAN

“With the rapid growth in this area, the 
Card Schemes (Visa and MasterCard) have 
mandated that the last four digits of the 
cardholder’s actual card number (known 
as the funding PAN) must be returned to 
the terminal.” 
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