
Keeping you in the know
MERCHANT NEWS

SPRING 2013 EDITION

Important Information - Please keep in a safe place

This Edition of Merchant News

Our Name Has Changed

Card Scheme Compliance

Fraud Update

Technology Update / Commercial Opportunities

Procedural Changes

Retail Specific News

Tel: 0845 702 3344



These are exciting times for us! Our name changed from HSBC Merchant Services to Global Payments 
at the beginning of February. This completes the journey that began in 2008 when HSBC Bank plc and 
Global Payments Inc. first set up what has been an incredibly successful enterprise. We subsequently 
became a wholly-owned subsidiary of Global Payments Inc. in 2009. 

Although our name has changed, there’s been no change to either our people or to the great service 
that we currently provide you with. We also remain HSBC Bank plc’s preferred strategic partner for card 
processing in the UK.

There won’t be any changes to the way you currently operate your card processing facility with us but 
one change you will notice is that when we debit your monthly service charge it will now appear on your 
bank statements as ‘Global Payments’. It is important that you don’t cancel your existing direct debit as 
this remains effective.

We have already written to you to let you know about our name change and asked for your help by 
replacing any items that showed the HSBC Merchant Services logo with the Global Payment logo. We 
have provided you with newly branded Global Payments stickers in your mailing pack to help you do this*. 
If you haven’t done this yet, can I ask you to do so at your earliest opportunity.

If you haven’t received your mailing pack, please call our helpdesk on 0845 702 3344** selecting the 
option for ‘all other enquiries’.

Best Regards

Chris Davies
Managing Director

*Merchants using our Global Iris service will have received a letter but will not have received any stickers.
**Lines are open Monday to Friday, 9am - 6pm, excluding public holidays. To help us continually improve our service, and in the interests of  
security, we may monitor and/or record your telephone calls with us. Any recording remains our sole property. We also provide a Textphone 
service on 0845 602 4818.

Our Name’s 
Changed
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Our New Website
As well as changing our name, our website, which can be found at www.globalpaymentsinc.co.uk, has 
also been updated to reflect the Global Payments name. We have also made quite a few other changes; 
the next time you visit us you’ll find a host of new features including:

g Secure Customer Portal – giving you access to industry news and updates.

g  Products Page – featuring detailed information on Global Payments products and services that can 
benefit you and your business.

g  Merchant News Library – where you can access an online copy of  the latest version, together 
with archive editions.

g Dynamic Frequently Asked Questions Area – for all your card processing questions.

“As well as changing our name, 
our website, which can be found 

at www.globalpaymentsinc.co.uk, 
has also been updated to reflect the 

Global Payments name.”



Ingenico Terminal Displays
If you rent an Ingenico card processing terminal from us, we will be downloading our new Global 
Payments logo to your terminal’s display over the next few months, when your terminal completes its 
monthly maintenance call. Our new logo will replace what is currently displayed on your terminal’s screen 
when it is in ‘ready’ mode. 

There won’t be any change in the way you operate your terminal, however if you have any questions 
please call our helpdesk on 0845 702 3344*, selecting the option for ‘card terminal support’, followed by 
the option for ’Sagem, Ingenico and iCT terminal support’.

If you rent a terminal from us that is not manufactured by Ingenico, or your terminal is provided by a third 
party supplier; unfortunately it will not be possible to make this change.

*Lines are open every day (except Christmas Day) between 8.00am and 11.00pm Monday to Saturday, 10.00am and 5.00pm on Sunday and 
between 10.00am and 4.00pm on public holidays. To help us continually improve or service, and in the interests of security, we may monitor 
and/or record your telephone calls with us. Any recording remains our sole property. We also provide a Textphone service on 0845 602 4818.

“Our new logo will replace what is 
currently displayed on your terminal’s 

screen when it is in ‘ready’ mode.”
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Prohibited Transactions – What You Need  
To Know
We would like to remind all our customers that your card processing services must be operated in a 
manner that is not only compliant with the Card Schemes (MasterCard and Visa) rules; but also in 
accordance with the applicable laws and regulations of both the UK, the country where your customer’s 
card is issued and the country that you are despatching their order to.

As a reminder, you must never accept card payments for any illegal goods or services. The following are 
deemed prohibited by the card schemes as either illegal or brand-damaging:

g The illegal sale of prescriptive drugs.

g The illegal sale of tobacco products.

g The sale of counterfeit merchandise or products that infringe intellectual property rights.

g The sale of images that may cause offence.

The above list is not exhaustive and these are only examples of sales that are unlawful due to the sale of  
illegal items. Did you know that the following items are also prohibited?

Security Circumvention Devices

HD DVD and Blu-Ray Disc Decryption Devices – a type of software that decrypts the security to allow 
access to or the copying of the data held on these devices. These products essentially strip the discs of  
any protection, undermine any copyright and as such are deemed illegal.

Modification Chips – small electronic devices used to modify or disable built-in restrictions and limitations 
on computers or video game consoles. They are primarily designed to circumvent protections afforded for 
the benefit of the copyright holder and are therefore prohibited.

Card Scheme 
Compliance

“You must never accept card 
payments for any illegal 
goods or services.”



Many Synthetic Or Herbal Drugs

There are many supposedly legal drugs, synthetic or herbal, that can induce either psychoactive or 
hallucinogenic effects, the sale of which is strictly prohibited. Examples of these include ‘Bath Salts’, K2 
& Salvia Divinorum.

If you cannot validate that what you are selling is allowed, then you must exercise caution as the 
consequences can be severe.

What You Should Do Next

The Card Schemes undertake regular checks of transactions processed through their systems and react 
quickly to any offences they identify. They may apply significant fines and/or demand that we remove 
your ability to accept card payments. You should be aware that fines can exceed £100,000 per violation.

If you believe that you may be selling products or services that are either illegal or that fall into the above 
categories you must cease this activity with immediate effect. 

Should you require any further information on prohibited selling practices please contact 
us on 0845 702 3344* selecting the option for ‘all other enquiries’.

*Lines are open Monday to Friday, 9am - 6pm, excluding public holidays. To help us continually improve our service, and in the interests of  
security, we may monitor and/or record your telephone calls with us. Any recording remains our sole property. We also provide a Textphone 
service on 0845 602 4818.

“If you cannot validate that what 
you are selling is allowed, then 
you must exercise caution as the 
consequences can be severe.”
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Don’t Forget To Renew Your PCI DSS Compliance
Whether you are using our Global Fortress programme, SecurityMetrics™ or an alternative Qualified 
Security Assessor (QSA) to achieve your Payment Card Industry Data Security Standard (PCI 
DSS) compliance, you must remember that this is an annual validation process. Self Assessment 
Questionnaires (SAQ) are only valid for a year and any vulnerability scans will expire after three months. 

PCI DSS compliance will evolve and continue to change as fraudsters identify new ways to compromise 
data. Furthermore your business may have changed since you last completed your questionnaire. 
Therefore, you will need to ensure that you complete a new SAQ annually and pass any vulnerability 
scans at least every three months. 

If you are using SecurityMetrics™ or are currently paying the monthly enrolment fee for our Global 
Fortress programme, then you can easily renew your compliance by logging into the SecurityMetrics™ 
website (www.SecurityMetrics.com).

For merchants that prefer to achieve compliance through an alternative QSA, please send copies of your 
completed documentation to us at: PCI DSS Compliance Programme, Global Payments, 51 De Montfort 
Street, Leicester, LE1 7BB.

In accordance with your Card Processing Agreement, if  you remain non-compliant, we will apply a 
monthly non-compliance charge of £50 for each month you remain non-compliant. This charge can 
easily be avoided if  you achieve and maintain your PCI DSS compliance. 

For further details and to understand the benefits of  our Global Fortress programme please visit 
www.globalfortress.co.uk or call SecurityMetrics™ directly on 0844 800 3638.*

*SecurityMetrics™ is open for enquiries between 9am and 5pm Monday to Friday (excluding public holidays). Calls may be monitored and/
or recorded. For BT business customers, calls to 0844 800 numbers will cost no more than 5p per minute, minimum call charge 6p (current 
at November 2011). The price on non-BT phone lines may be different. 

“PCI DSS compliance will evolve and 
continue to change as fraudsters identify 

new ways to compromise data.”



Are Your Merchant Agents Compliant?
In the Autumn 2012 edition of Merchant News we advised you of the recent Visa mandate to ensure that 
your agents are registered on the Visa Europe website www.visamerchantsagents.com. In this article 
we aim to remind you of some of the key requirements and next steps.

What Is A Merchant Agent?

A merchant agent or third party agent is a supplier or a service provider that either directly or indirectly 
stores, transmits or processes cardholder data. This includes, but is not limited to, companies such as 
web hosts, payment gateway providers, and shopping cart providers. 

Why Do My Agents Need To Be listed?

Using suppliers, which Visa Europe refers to as “Merchant Agents,” to handle your customers’ cardholder 
data contains an element of risk. Suppliers that cannot demonstrate they can protect this information 
could be leaving it at higher risk of attack from fraud, leaving your reputation at stake.

To help you control these risks, Visa Europe is developing a comprehensive, fully searchable online list of  
registered merchant agents at www.visamerchantagentlist.com.

To be on the list, merchant agents will need to state and provide evidence that they meet a minimum set of  
security standards and follow acceptable business practises surrounding their handling of cardholder data.

You should be aware that the number of merchants agents involved in a card data breaches has increased 
dramatically over the last year. Utilising the services of agents on this list should reduce the chances of  
this happening to you.

“To help you control these risks, Visa Europe is 
developing a comprehensive, fully searchable 

online list of registered merchant agents at 
www.visamerchantagentlist.com.”
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What You Should Do Next

You can take the following steps immediately;

g  Identify any merchant agents that store, transmit or process your card data. If you are not sure 
contact the third party to confirm.

g Check www.visamerchantagentlist.com to see if your merchant agent is already listed.

g  If  your agent is not listed, contact them and ask them to register on the website immediately. 
You should inform all your merchant agents that they should visit www.visamerchantagents.com 
today to begin their registration. Much more information on the specific requirements are available 
on this website.

g Ensure that any new third party provider is listed on the above website before you engage with them.

As you are aware, from 1 January 2013, if you use agents not listed on this website it may 
impact your ability to accept Visa payments.

Further information on this is available on the websites listed above. However if you have any queries 
regarding this, please call our helpdesk on 0845 702 3344* selecting the option for ‘all other enquiries’.

*Lines are open Monday to Friday, 9am - 6pm, excluding public holidays. To help us continually improve our service, and in the interests of  
security, we may monitor and/or record your telephone calls with us. Any recording remains our sole property. We also provide a Textphone 
service on 0845 602 4818. 

“From 1 January 2013, if you use 
agents not listed on this website 

it may impact your ability to 
accept Visa payments.”



Help Protect Your Business Against Fraud
To help minimise Card Not Present (CNP) risk, when accepting orders you should take the 
following steps:

g Be cautious of customers who give mobile phone numbers as their only form of contact.

g  Be suspicious with transactions that have unusually high value or volume for your type of business or 
if the sale is ‘too easy’. In our experience these are the ones more likely to be fraudulent.

g Keep a database of chargeback history to help identify patterns of fraudulent transactions.

g  If a sale seems too good to be true then it probably is. Do not be afraid to contact the cardholder to 
ask further questions or request additional information. A genuine customer should be pleased you 
are security minded and trying to protect them from fraud.

g Where possible perform Address Verification Service (AVS) and Card Security Code (CSC) checks.

When Delivering Goods:

g  If  the customer requests to collect the goods, perform the transaction at the time of collection 
through your point of  sale equipment. This will give you greater protection and if  the transaction 
is genuine the customer should be able to produce the card and perform a Chip and PIN 
transaction via the terminal.

g  Be wary of requests for next-day delivery, requests to alter the address at short notice, or telephone 
calls on the day of delivery requesting a specific delivery time.

g Do not release goods to third parties such as taxi drivers, family members and couriers/messengers.

Remember – there is no guarantee of payment for a CNP transaction, even if you have obtained 
authorisation and received payment. Authorisation checks that, at the time of the transaction, the 
card is not reported lost or stolen and that the genuine cardholder has sufficient funds available. 
Authorisation cannot verify that the genuine cardholder is conducting the transaction.

You should never split the value of a sale over more than one card or split the sale into smaller 
amounts on the same card. Be cautious when cards are declined or if a customer uses multiple 
cards until a transaction is authorised.

Further information on this can be found in your Merchant Operating Instructions please take the time to 
read this and be informed.

Fraud Prevention
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Global POS Link
If you have a till system and a card terminal running side by side and want to save time, money and 
improve your customer’s service then we have the perfect solution for you – Global POS Link.

Our latest technology and has been designed to give you the benefits of a high-end Electronic Point Of  
Sale (EPOS) solution but with the ease of a Global Payments managed terminal.

The Benefits Of Global POS Link Include:

g No need to double key as the sleek solution links your EPOS system to our terminal.

g Save time as you will only need to complete one end of day reconciliation.

g  Increased accuracy by eliminating human error when keying in amounts on the terminal – as Global 
POS Link will send the exact amount to the terminal for you.

g  Increase the number of transactions you put through your tills by coupling Global POS Link with IP 
and Contactless technology.

g Reduced fraud – all transactional information is encrypted and kept away from your till system.

g No need to worry about terminal updates as we take care of these for you!

Get your till system ‘talking’ to your terminal with our Global POS Link solution and start enjoying 
these benefits. 

For more information on Global POS Link please call our helpdesk on 0845 702 3344*, selecting the 
option for ‘all other enquiries’.

*Lines are open Monday to Friday, 9am - 6pm, excluding public holidays. To help us continually improve our service, and in the 
interests of  security, we may monitor and/or record your telephone calls with us. Any recording remains our sole property. We also 
provide a Textphone service on 0845 602 4818.

Technology 
Update / Commercial 
Opportunities



UnionPay Acceptance With Global Payments
Global Payments has entered into a partnership with China UnionPay to accept UnionPay cards through 
our accredited card payment solutions.

UnionPay is one of the largest and quickest growing Card Schemes in the world and offers an exciting 
opportunity for any merchant who experiences a high number of visiting Chinese tourists and visitors. 
Global Payments has rolled out UnionPay acceptance to over 40,000 of our customers in key geographical 
Chinese tourist areas; which include high value retailers, tourist attractions throughout the UK and areas 
which were targeted hot spots during last year’s Olympic Games.

UnionPay acceptance can provide participating customers with a competitive edge over their competition 
whilst also bringing additional revenue streams to their business. It also benefits the cardholder, as they 
can pay for their purchases on their UnionPay card allowing them to gain access to the money within their 
account, without the restrictions such as daily cash withdrawal limits.

We have continuously worked to develop the product and enhance the functionality. We can currently 
offer UnionPay on a wide range of fully supported terminal solutions including Static, Bluetooth, and 
GPRS terminals, as well through our integrated terminal/EPOS solution ‘Global POS Link’.

To find out more about this opportunity please call our helpdesk on 0845 702 3344* selecting the option 
for ‘all other enquiries’.

*Lines are open Monday to Friday, 9am - 6pm, excluding public holidays. To help us continually improve our service, and in the 
interests of  security, we may monitor and/or record your telephone calls with us. Any recording remains our sole property. We also 
provide a Textphone service on 0845 602 4818.

Global Payments Tally Rolls
Global Payments is able to supply you and your business with a variety of high quality terminal tally rolls, 
which comply with your terminal’s warranty requirements.

All stationery items are delivered free of  charge and can be ordered by calling our helpdesk on 
0845 702 3344* selecting the option for ‘stationery’.

*Lines are open Monday to Friday, 9am - 6pm, excluding public holidays. To help us continually improve our service, and in the 
interests of  security, we may monitor and/or record your telephone calls with us. Any recording remains our sole property. We also 
provide a Textphone service on 0845 602 4818.
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Changes To Our Terms Of Service
Our Terms Of Service and Merchant Operating Instructions have recently been updated and copies 
sent to our customers during January 2013. If  you have not yet received your copy, you can access them 
by visiting our new website www.globalpaymentsinc.co.uk and logging in to your account.

If  you became our customer on or after 2 January 2013, you will have received the most up to date 
versions of the documents already and you were not included in the mailing. You do not need to take 
any further action.

The most up to date versions of both documents are dated ‘072012’ and this is printed in the bottom right 
hand corner of the back page of both documents.

If you require additional copies of the documents or would like paper copies, please call our helpdesk on 
0845 702 3344* selecting the option for ‘stationery’.

*Lines are open Monday to Friday, 9am - 6pm, excluding public holidays. To help us continually improve our service, and in the 
interests of  security, we may monitor and/or record your telephone calls with us. Any recording remains our sole property. We also 
provide a Textphone service on 0845 602 4818.

“Our Terms Of Service and 
Merchant Operating Instructions 
have recently been updated and 

copies sent to our customers 
during January 2013.”

Procedural Changes



Are You Using The Correct Merchant ID?
To complete our migration onto the Global Payments card processing platform we are making a number 
of system changes in early 2013; this should take place with the minimum disruption to you. However you 
are reminded of the need to use your eight digit Merchant ID in all communications with us; this includes 
calls to our voice authorisation service and any manual card transactions you send to us for processing.

If you are unsure of your eight digit Merchant ID, you can find it printed on the first page of the monthly 
invoice we send you; it is also displayed on the receipts your card terminal prints out.

Any fifteen digit Merchant IDs starting with 543457 previously issued by us are now invalid and can no 
longer be used.

If you have any queries regarding this, please contact us on 0845 702 3344* selecting the option for all 
other enquiries.

*Lines are open Monday to Friday, 9am - 6pm, excluding public holidays. To help us continually improve our service, and in the 
interests of  security, we may monitor and/or record your telephone calls with us. Any recording remains our sole property. We also 
provide a Textphone service on 0845 602 4818.

“Any fifteen digit Merchant IDs 
starting with 543457 previously 

issued by us are now invalid and 
can no longer be used.”
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Our Authorisation Service: 0845 770 0600
Please use this number when calling us for an authorisation, or in response to a referral or request to call. 
Calls to other numbers may result in a failed call that you may be charged for. The line is open 24 hours, 
7 days a week, 365 days a year. Calls to this number may be monitored and/or recorded.

You should also ensure that any telephone auto-dial numbers you may use for our authorisation service 
are programmed with the correct telephone number.

Please ensure you have your eight digit Merchant ID and the card details available before you call.



Global Payments is HSBC Bank plc’s preferred supplier for card processing in the UK.

Global Payments is a trading name of  GPUK LLP. GPUK LLP is authorised by the Financial Services Authority 
under the Payment Services Regulations 2009 (504290) for the provision of  payment services.

GPUK LLP is a limited liability partnership registered in England number OC337146. Registered Office: 51, De 
Montfort Street, Leicester, LE1 7BB. The members are Global Payments U.K. Limited and Global Payments U.K. 
2 Limited. Service of  any documents relating to the business will be effective if  served at the Registered Office.

GP069




